
Questions to ask yourself:

Additional requirements:

Conduct a Security Risk Analysis according 
to the HIPAA Security Rule:

MIPS & MU 
Security Risk Analysis
Requirements



Assess Vulnerabilities

The Landscape

Cyber attacks are increasing targeting the 
sensitive health informations that is main-
tained by health care providers. 

The need for healthcare organizations to 
evaluate and then deploy an effective 
health data security plan has never been 
greater. In fact, conducting a security risk 
analysis is park of the HIPAA 
Security Rule.

Entities covered by HIPAA must implement Entities covered by HIPAA must implement 
strong data security safeguards in their en-
vironments, and in particular, comply with 
the HIPAA Security Rule to ensure the con-
fidentiality, integrity, and availability of all of 
the electronic protected health information 
(ePHI) they create, receive, maintain or 
transmit.transmit.

Government Incentive 
Programs

Protecting ePHI is mandated under the 
HIPAA Security Rule. It’s also a requirement 
in many government incentive programs 
such as MIPS and Meaningful Use.

Under this requirement, healthcare organi-Under this requirement, healthcare organi-
zations must conduct, at minimum, an 
annual Security Risk Analysis of their IT in-
frastructure, policies & procedures, and 
security measures as they pertain to pro-
tecting their ePHI.

Not only does failing to conduct a Security 
Risk Assessment put your organization at 
risk for receiving a hefty fine from the OCR 
but can result in decreased Medicare/
Medicaid reimbursement rate for per-
formed services.

Protect Your ePHI

The ACCESS Program includes all of the re-
quirements that physicians must meet to 
receive their incentives and avoid any pen-
alties. In this program, physicians must 
meet eight overall objectives, in contrast 
to the earlier requirement for them to 
choose from a core menu of options.  

Etatics, Inc. and InfoGPS Networks, Inc. 
have created the ACCESS Program, to 
assist with addressing all of the require-
ments under the HIPAA Security Rule. Phy-
sicians will be able to attest to conducting 
a security risk analysis and audits to 
assess vulnerabilities to ePHI and meeting 
those requirements attached to meaning-
ful use and their associated objectives in 
order to receive incentives.

ACCESS Program
provides

asset discovery | data mapping | automated assess-
ment | NIST framework policy cross-referencing |
ePHI protection
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